
FOR BACKEND DEVS

3 things that break
Firefly calls before a
pixel renders

24 hours per token

Tokens Files Retries
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1 Tokens last 24 hours
Fetch one, cache it, reuse it.

Your app Token cache Adobe IMS Firefly API

get token

missing or expired

client_id + client_secret

access_token

expires_in: 86399

Authorization: Bearer + x-api-key

cache it, reuse it
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2 Refresh before it dies
Adobe's advice: store the token and renew it before it
expires.

0h  issued 24h  expires

renew early

One habit I like: renew about an hour early. That's a personal
rule of thumb, not an Adobe requirement.

New token per call

One token in an env var, forever

Cache + refresh + OAuth library
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3 Files travel by URL
Firefly reads your inputs from signed links, not from the
request body.

Your storage
bucket you
control

Firefly
reads the signed
URL

signed URL

result URLs

Image workflows list three domains:

*.amazonaws.com

*.windows.net

*.dropboxusercontent.com

Other Firefly Services APIs list different domains. Check each
API's storage page.
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4 Or upload first
Two ways to hand Firefly a file.

Signed URL
You host the file.
Firefly fetches it.

Amazon / Azure / Dropbox

Upload endpoint

Send the bytes once.
Get an ID back.

7 days

15 MB max

firefly-api.adobe.io

POST /v2/storage/image
Content-Type: image/png
-> {"images":[{"id":"..."}]}
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5 Don't retry every error the same

A call failed

Token expired

refresh once,
then retry

Rate limited

429: back off
with jitter

Not entitled

403: stop, fix
project setup

Only 403 and 429 are named in Adobe's API reference. Treat the rest
as guidance, and log each case separately.
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How do you share one
token across workers?

Answer in the comments. I read every one.

Redis Secrets manager Per worker Something else

Next: why Firefly is async-only now, and
what changed with Image5.
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